Abstract-This paper presents a linearized technique to determine a risk-based index for dynamic security. The method is an extension to an existing technique in which the risk of steady state security is calculated using the mean and variance of load uncertainty. The proposed method is applied to calculate the risk indices for the IEEE New England 39-bus test system. The results obtained from the proposed method are validated against those estimated by Monte Carlo simulation. Both approaches produce virtually the same results for small load deviations.
occur. In practical applications, typically considered contingencies include: loss of any single component of the power system such as a generator, a transformer, or a transmission line. This is usually refereed to as N-1 approach as this method studies the behavior of the N element power system after the loss of any one of its elements.
Deterministic security assessment techniques have been widely used for system planning studies, and generally it leads to built up, highly secured, and strong power systems. In the deterministic approach, the contingencies are selected based on the probability. Therefore, to some extent, the probability of events is considered. However, once the contingencies are selected, they are treated as equally probable. Also, it does not take into account the probability of operating conditions. Therefore, apart from the high cost due to conservative designs, the main drawback with the deterministic assessment technique is that it treats all security problems to have equal risk [1] . However, the risk-based or probabilistic approach can be used to enhance the security-economy decision making at the control room environment [2] . A comprehensive comparison between the deterministic and the probabilistic approach is given in [3] and [4] .
In order to get the maximum output from the existing facilities and to use the available resources efficiently, the power system should operate with acceptable minimum safety margins. The safety margins should be accurate to avoid any possible system collapse as any misrepresentation could lead to system failures. With the assignment of equal risk to all security problems, the deterministic safety margins fail to represent the system risk accurately. Therefore, probabilistic nature of the operating conditions and the contingencies should be included in the security assessment. Risk-based approach incorporates the probability of operating conditions and the contingencies and presents the system risk at a given moment.
II. BACKGROUND
Considerable effort has been devoted to the power system security assessment using the probabilistic techniques. Basic concepts of the probabilistic dynamic security assessment were introduced in the early 1980s [5] - [7] . The probability of stability indices have been developed by incorporating probabilistic aspects of type, location, and clearance of the system faults. In the mid-1990s, transient stability indices were introduced based on the stochastic modeling of high-speed reclosing [8] , and the bisection method proposed in [9] has reduced the computation time of the stochastic evaluation. The same authors of [9] have developed a probabilistic conceptual framework to evaluate the health of the composite generation and the transmission systems [10] . The health of the power system was assessed by incorporating steady state, voltage, and transient stability of the power 0885-8950/$26.00 © 2010 IEEE system. In [11] and [12] , probabilistic transient stability assessment is done using the Monte Carlo-type simulation by developing stochastic models of fault type, fault location, and load level from historical data, and the results are compared with the results from traditional deterministic method. Most of the previous works considered stochastic modeling of the power system uncertainty to study the affect on the transient stability. The risk-based approach has been successfully used in many fields such as nuclear power and money market to asses the security with uncertain environment conditions. The risk-based static security indices have been introduced in [2] , [13] , and [14] using linearized analytical approach. Risk indices have been calculated for low voltage, line overload, and voltage stability with uncertain loading conditions. The calculated risk indices are based on the predefined set of contingencies and their probabilities of occurrence. The effect of uncertainty of loading conditions are considered and assumed that the load active and reactive power are normally distributed around its expected values.
Most of the previous work in the probabilistic dynamic security assessment are not simple and the stochastic modeling is time consuming as thousands of simulations are required to model the probability distribution. These time consuming and complex methods are not suitable for a one-hour-ahead control room decision making. However, the linearized analytical risk-based approach of the static security assessment is simple and quick. Also, it can be used to assess much larger power systems within a short period of time. In [15] , transient stability margin has been derived as a polynomial expressed in terms of the voltage magnitudes and the phase angles. This enables the extension of the method proposed in [2] , [13] , and [14] to the dynamic security analysis. This paper demonstrates how the method is extended, and then the results are validated against the Monte Carlo simulation results.
III. RISK-BASED SECURITY ASSESSMENT

A. Risk
The risk is the system's exposure to failure and it is obtained by considering both the probability of occurrence of an event and the impact of the event. The deterministic security assessment introduces operating limits based on the impact of contingencies. However, according to the risk-based approach proposed in [16] , these operating limits are calculated by getting weighted sum of risk components of all the contingencies in the list considering both the probability and the impact.
In traditional deterministic security assessment, the performance of the power system under a given set of contingencies is assessed using standard tools such as power flow and stability simulation programs. Furthermore, in deterministic security analysis, the probability of these contingencies are not directly taken into account. Although these contingencies are the most probable contingencies amongst all possible contingencies, they are not equally probable. There could also be contingencies that are not in the selected set of contingencies although they have a significant impact on the operation of a power system, because the probability of their occurrence is very low. In the deterministic approach, there is no quantifiable way to include low probability contingencies ahead of higher probability contingencies in the contingency list. These shortcomings of the present practices could be overcome if risk-based security analysis techniques applicable to large power systems could be developed.
The work presented in this paper extends the static security assessment technique in [2] to calculate the risk-based dynamic security indices using the polynomial form of the transient stability margin given in [15] . The risk index is defined in [2] as an expectation of severity, which can be computed by adding overall possible outcomes of the product of probability of an event and its severity. The total system risk can be calculated by multiplying the individual risk components by probabilities of each contingency for a particular forecast condition using (1): (1) where 1) : forecast uncertain loading condition at time t; 2) : probability of the stability margin for th contingency and forecast uncertain loading condition; 3)
: probability of th contingency; 4)
: severity function which quantify the impact of the th contingency with variation of stability margin.
B. Severity
The severity function is used to capture the performance of the stability margin after being subjected to severe disturbances. The severity function can be used to model the economic impact of a contingency, and it will provide clear understanding of the monetary loss from that contingency. Since the continuous severity function produces most realistic and distinguishable results for different contingencies compared to other severity models used in the literature [2] , [4] , it is selected for risk calculations. When the critical clearing time (CCT) is greater than the actual clearing time, there is no risk (i.e., risk is low). If the CCT is smaller than the actual clearing time, then there is a risk. The continuous severity function shown in Fig. 1 is chosen so that, the larger the difference between the CCT and actual clearing time, the larger the associated risk. From a practical point of view, this makes more sense than a discrete severity function that treats all situations where CCT is smaller than the actual clearing time as equally bad. In a real system, the longer the fault clearing is delayed, the more wide spread and severe the effect will be. The pu system is developed to ease the calculation and 1.0 pu CCT is equivalent to the eight cycles of IEEE 39-bus test system, which is equal to the actual clearing time. As shown in Fig. 1 , the severity is 1.0 for 0.997 pu CCT and 0.0 when CCT is greater than or equal to 1.0 pu and linearly increases when CCT decreases from 1.0 pu.
IV. UNCERTAINTY OF STABILITY MARGIN AND RISK CALCULATION
A. Proposed Method
The security assessment method proposed in the paper addresses the problem of assessing the dynamic security level of the power system at a future time (for example, one-hour ahead) based on the load forecast for that future time and the current state of the power system. The linear approximation techniques developed in the risk-based static security assessment in [2] are extended to implement the risk-based dynamic security assessment. The uncertainty of the stability margin is modeled by joint-probability density function that provides the probability of the stability margin to forecast uncertain load condition at time t, for the th contingency. In this work, probability distribution of the transient stability margin is obtained by introducing uncertain loading condition to the IEEE 39-bus test system.
The active power (P) and reactive power (Q) of load buses are treated as uncertain and assumed that uncertainty is due to the one-hour ahead load forecast. Therefore, it is assumed that P and Q of the load buses are normally distributed with P and Q values of the load forecast as the mean values of the distribution with defined standard deviation. The small deviation for the load P and Q is selected, and this facilitates the use of first-order partial derivatives with reasonable accuracy in sensitivity calculations. These sensitivities are used to obtain the probability distribution of the stability margin. Voltage (V) and voltage angle of all the buses in the study system depend on the behavior of all load P and Q. This leads to a multivariate normal distribution of V and . The stability margin is defined as a function of all V and of the study system for a particular contingency in [15] . The probability distribution of the stability margin is obtained by using the multivariate normally distributed V and with the functional form of the stability margin. Therefore, the stability margin also follows the normal distribution.
The procedure of obtaining the probability distribution of the stability margin is explained below. These steps are illustrated in a block diagram format in Fig. 2 .
Step 1) Load flow analysis is carried out with the forecast base case and V and of all the buses are recorded.
Step 2) The expectation of the transient stability margin for the th contingency is obtained from the transient stability margin polynomial. The required inputs ( and ) for the expected value calculation are obtained from the base case standard load flow solution.
Step 3) The partial derivatives of V and with respect to all load P and Q (matrix ), as in (2), are obtained by inverting the standard load flow Jacobian matrix and selecting the required sensitivities. The is 
Step 4) For a particular th contingency, the transient stability margin in functional form is used to calculate the partial derivatives of the stability margin with respect to V and of all the buses (row matrix ) as in (3). These partial derivatives are calculated by differentiating the transient stability margin polynomial with respect to power flow variables V and :
Step 5) Then by using (2) and (3), the sensitivity of the stability margin with respect to active power P of the th load bus is calculated as in (4) for the th contingency:
. . .
. . . (4)
The sensitivities of the stability margin are calculated for all P and Q of the load buses (column matrix ) as in (5) Step 6) The expected value of the stability margin (calculated at step 2) is used as the mean value of the normal distribution. The standard deviation of the stability margin is calculated using the sensitivities and variance-covariance matrix of the load P and Q. The variance-covariance matrix can be obtained from historical data for real control room calculations. For illustrative purposes, an assumed is used. The assumed is calculated using the forecast load value and the assumed load standard deviation. The diagonal elements of the variance-covariance matrix are obtained by getting the square of the product of the load and the load standard deviation. It is assumed that nondiagonal elements are zero, because loads on different buses are not interdependent. The sensitivities of the stability margin with respect to the load P and Q in (5) and are used to calculate the standard deviation of the transient stability margin. Then, probability distribution of the transient stability margin is modeled as given in (6) according to the linear approximation model given in [2] . The expected value is taken as the mean value of the distribution: (6) Step 7) The continuous severity function shown in Fig. 1 is used to calculate the risk. The risk is calculated using the probability distribution of the transient stability margin and the severity function for a particular contingency using (1). As the transient stability margin in polynomial form is defined in [15] for 10% load standard deviation, the stability margin polynomial is not accurate for higher load standard deviations. Therefore, the load standard deviation is limited up to 10% for the risk calculation, and this is considered as a small load deviation. In order to illustrate the application of the proposed technique in power system security assessment, the probability distribution of the stability margin is determined for two selected contingencies. For each contingency, the load standard deviations of 1%, 2%, 5%, and 10% are considered. The results obtained using the proposed approach are compared with those produced by the Monte Carlo simulation in order to check the accuracy of the proposed technique.
Since the proposed method captures the present status of the system, the power system topology is already taken into account in determining the security boundary in polynomial form. The effect of any further changes to the topology is also taken into account through contingencies. Therefore, no need to consider different power system topologies for the dynamic risk calculation.
B. Monte Carlo Simulation Method
In this simulation, P and Q of the load buses are randomly varied assuming the distributions of these variables are normal with known standard deviations and mean values to incorporate the uncertain operating conditions. The following random number generation model is used to generate normally distributed P and Q loads. For the th pre-contingent operating point, the active and reactive power of the th load bus is given in (7) and (8): (7) (8) where 1) , : base case real and reactive power at the th bus; 2) , : normally distributed random variable with zero mean and unity standard deviation; 3) , : standard deviation of normally distributed real and reactive power. The steps of the Monte Carlo simulation-based risk calculation are illustrated in Fig. 3 in a block diagram format. This method is used to check the accuracy of the proposed linear approach. The mean load values are the same as the base case forecast load values. For each of the randomly generated power system operating point, power flow is solved and the corresponding V and of all the buses are recorded. For these operating points, the stability margin is determined using the polynomial given in [15] for each contingency. This process is continued up to 10 000 replications, and the probability distribution of the transient stability margin is obtained for selected load standard deviations of 1%, 2%, 5%, and 10% using the generated histogram.
The continuous severity function and the probability distribution of the stability margin are used to calculate the risk index for each contingency using (1). 
V. RESULTS
Two contingencies are simulated to demonstrate the application of the proposed linearized method and validated by the Monte Carlo simulation. The accuracy of the probability distribution of the stability margin obtained from the linearized method is checked by comparing with that obtained from the Monte Carlo simulation. For this study, it is assumed that the load at each bus is normally distributed with the forecast mean value and assumed standard deviation.
The mean and standard deviation of the transient stability margin is calculated using both linear method and Monte Carlo method. The results for two contingencies are provided in Tables I and II The probability distribution of the transient stability margin for 10 000 replications with 2% load standard deviation for the contingency 2 is shown in Fig. 6 . The equivalent normal distribution obtained from the proposed linear method is also included in the same figure for the purpose of comparison. It can be seen from Fig. 6 that the probability distribution obtained from the Monte Carlo simulation is virtually identical to the equivalent normal distribution obtained from the proposed linear method for 2% load standard deviation. Therefore, it is clear that when the load standard deviation is small, the assumption of normally distributed stability margin is acceptable. The probability distribution of the transient stability margin for 10% load standard deviation is presented in Fig. 7 from the Monte Carlo simulation for the contingency 2. The equivalent normal distribution from the linearized method is also included in the same figure for the purpose of comparison. It can be seen that, when the load standard deviation is high, the assumption made for the normally distributed transient stability margin is not valid and this leads to higher error percentages. This error is due to the fact that the linearized model is not valid for large deviations from the base operating point at which the sensitivities are calculated. The risk value for each contingency is calculated from the probability distributions of the transient stability margin and the continuous severity function. The calculated risk values are presented in Table III . The risk values obtained from both methods are approximately equal to each other for the contingency 1, as the error of the mean and the standard deviation of the stability margin is low. The risk values for the contingency 2 are approximately equal up to 5% load standard deviation. However, the risk indices are not equal at 10% load standard deviation for the contingency 2. Therefore, the linear approximation method is not accurate for the higher load standard deviations. To check the nonlinearity of the transient stability margin polynomial, second-order partial derivatives with respect to V and are calculated. The average of absolute value of the second order partial derivatives for the contingency 2 and contingency 1 are 9.42 and 0.75, respectively. These results confirmed that the functional form of the transient stability margin for the contingency 2 is more nonlinear than that of the contingency 1 at the base case power system operating point considered. Therefore, higher error percentage of the probability distribution as well as the risk index can be expected from the contingency 2 for higher load standard deviation.
The following simple risk calculation is done to demonstrate the advantages of the risk-based approach over the deterministic approach. The risk indices are calculated for two contingencies at their deterministic security limits for two different base cases. Here, the base cases are developed such that first base case gives eight cycles CCT for contingency 1 and second base case gives eight cycles CCT for contingency 2 in the deterministic security assessment. The calculated risk indices are not equal at eight cycles CCT deterministic security limits for different contingencies. For the contingency 1, the risk index is 0.937 and for the contingency 2, it is 1.47 at eight cycles CCT when calculated with 2% load standard deviation at selected different base cases. In deterministic approach, both contingencies have similar transient stability behavior with eight cycles CCT; therefore, both cases are treated as they have the same impact. However, the contingency 2 is more risky than the contingency 1 in risk-based approach. Therefore, the dynamic risk indices present quantitative value of the risk for a contingency that cannot be captured by the deterministic security assessment. These drawbacks of the deterministic approach can be overcome using the developed probabilistic risk indices. The proposed risk indices can be used along with the deterministic security assessment to quantify the risk values of the deterministic security boundary.
The stochastic Monte Carlo approaches require to run large number of cases to obtain the risk indices. Thus, it requires more computing power as well as time. However, the proposed method is simple, and requires comparatively less computing power and time. Therefore, the proposed risk indices can be used to take power system operation decisions at control room to ensure the system security with less computing resources.
VI. APPLICATIONS/ISSUES
According to the results presented in the previous section, the proposed method is computationally very efficient and accurate for small load standard deviations up to 5%. The applicability of this method therefore relies on the fact that the expected load standard deviation is small (5%). If the load forecast used here is a one-hour-ahead forecast, it is reasonable to assume that the deviation from the forecast is within . Therefore, the main question is whether all the necessary computations can be completed with the available one-hour time period. Total time required for one contingency is the sum of the time taken to complete the following tasks:
• generation of 100 data points around the forecast load, and computation of transient stability margin for each data point ; • estimation of functional form of transient stability margin ; • calculation of risk index from proposed linear model . It has been found in [15] that 100 data points are adequate to estimate the functional form of transient stability margin with more than 95% classification accuracy within s. All the computations presented in this paper were carried out using a AMDx2 1.9-GHz PC for the IEEE 39-bus test system. Total system risk can be calculated within s , where is the number of probable contingencies. Therefore, for the IEEE 39-bus test system, approximately 20 contingencies can be handled using one computer with the one-hourahead forecast. Data generation and computation of the transient stability margin are the most time intense tasks and parallel processing can be used when higher number of contingencies are selected.
The proposed method is tested on a computer with a single processor to validate the accuracy. Computers with four processors are currently available in the market and the processing power of computers is steadily increasing. This trend is expected to continue. Further, the determination of the transient stability boundary for different contingencies can be performed on different computers independently.
According to [15] , the transient stability boundary for the 470-bus system has been obtained as a fourth-order polynomial whereas that for the 39-bus test system has been sixth order. Further, the size of the database required has not increased in proportion to the size of the network. These results indicate that the computational demand is within the reach of today's technology for the application of the proposed approach for realistic power systems.
VII. CONCLUSIONS
An extension to the existing techniques of determining the risk of steady state security has been presented in this paper. The proposed extension combines the linear techniques with the transient stability boundary, which is expressed in a functional form. The proposed application has been validated against the Monte Carlo simulation. The uniqueness of the proposed method is that it considers the load forecast uncertainty into account whereas existing dynamic security assessment methods do not take into account.
